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Évolution – transformation lente et graduelle… ce n’est pas le cas! Pas une progression non plusOn parle maintenant de cyber résilience



Acceleration: or what is a « Viral Infection »



Hackers are more sophisticated





We are not in Kansas anymore…

If cybercrime was a country,
it would rank 13th in GDP

(Cybercrime report by Bromium & McGuire, according to 2018 GDP data from the World Bank)



1. Cyber attacks are increasing in frequency and magnitude

2. Cyber crime is an economy

3. Influence of the socio-political context

Acceleration of cyber threats

Presenter
Presentation Notes
15 ans de rançons et nous avons atteints des niveaux jamais vus. 



What it means for Municipalities

• 1 in 4 local governments will fall to ransomware
• Ransomware hit over 70 US municipalities (Jan to Sept 2019)
• 24% were municipalities of populations under 15,000

Source: US statistics from IT security firm Baracuda Networks



What data is at risk
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Case Study: Ontario Municipality
Ransomware attack in 2018

Source: CTV News. 24 July 2018 and Canadian Municipal Government Meeting Agenda (24 July 2018) 

Ransom Payment $34,950

Computer Consultants $37,181

Physical Security Vendor $4,725

IT Purchases $1,901

Third-Party Software Vendors $9,590

Internal Staff Overtime $31,370

Internal Productivity Losses $132,042

Total Cost of Ransomware Incident $251,759



Pillars to Cyber Resilience

Assessment Prevention Response

Baseline 
understanding 

of all network and 
system vulnerabilities.

Best practices to 
reduce the likelihood 
and potential damage 

of a cyberattack.

Prompt and efficient 
response to reduce 

the impact of a 
cyber incident.



Assessment

Canadian Center for Cyber Security



Assessment: Managed Service Provider (MSP attacks)

• We are back to a feodal system 
• APT10 (China) and other State-Sponsored actors = MONEY 
• Victims include: 

• IBM, CGI, Rio Tinto, American Airlines, Deutsche Bank, Allianz SE, …



Prevention 

• How to maximize IT security with limited budgets? 
• Better spending money on cyber hygiene, than lawyers or ransoms.

Good quality cyber hygiene

• Password management

• Stay current on security updates

• Regular backups

• Awareness and education

• If it is suspicious… investigate!

• Insurance (crisis response)



Prevention: What makes a strong password

• Unique 
• Hard to guess
• At least 10 characters
• Mix of upper and lower cases
• Letters, numbers and symbols

Hint: this is also valid for “at home” devices and systems!



Prevention: Strong password example

MsitB&ho7!
Passphrase: My son is the Best & he’s only 7 !



Prevention: Regular backups 



Response: What to do if you experience a breach

• Legal advice (Breach coach) 
• Expert IT investigation (Forensic)
• Notification and call center
• Mitigation (ID tefth and credit monitorign)
• PR and communication experts



Quick overview of the cyber policy

First party 
• Incident Response 
• Cyber extortion 
• System Damage and digital asset restoration 
• Network Business Interruption / Dependent BI
• System Failure

Third party
• Network Security and Privacy Liability
• Privacy Regulatory Fines and Penalties
• Media Liability 
• PCI Fines and Penalties
• Breach Event Expenses (notification, credit monitoring)



Cyber policy answer to cyber crime

Extortion Fund Transfer 
Fraud

Social 
Engineering

$



In Conclusion
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